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Message Text 

CONFIDENTIAL 

PAGE 01 BONN 1 1482 121556Z 
ACTION EUR- 12 

INFO OCT-01 ISO-OO OC-06 CCO-OO /019W 

022186 122001Z/63 

R 121550Z JUL77 
FM AMEMBASSY BONN 
TO USMISSION USBERLIN 
INFO SECSTATE WASHDC 9742 

CONFIDENTIAL BONN 1 1482 

E.O. 11652: GDS 

TAGS: PGOV, ACMS, WB, GW, US, UK, FR 
SUBJECT: ELCROVOX SYSTEM IN BERLIN 

REF: (A) USBER 1695 

1 . AT OUR REQUEST, VON ARNIM OF FRG REPRESENTATION 
ON BONN GROUP HAS LOOKED INTO THE SUBJECT OF REFTEL. 

HE REPORTED TODAY THAT THE CRYPTO KEYING MATERIAL WAS 
RECEIVED BY THE BUNDESWEHR'S STREITKRAEFTEAMT SEVERAL 
WEEKS AGO. IT HAS SINCE BEEN GIVEN TO THE BERLIN 
SENATOR FOR THE INTERIOR AND HAS PROBABLY 
REACHED PROFESSOR HEIM ANN BY NOW. VON ARNIM SAID 
THAT THE FOREIGN OFFICE HAS NO OBJECTION TO THE SENAT 
BEING ABLE TO COMMUNICATE WITH THE THREE MISSIONS 
IN BERLIN VIA A SECURE VOICE SYSTEM AND SUGGESTS 
THAT ANY TECHNICAL PROBLEMS BE DISCUSSED IN BERLIN. 
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Message Attributes 


Automatic Decaptioning: X 
Capture Date: 01 -Jan-1 994 12:00:00 am 
Channel Indicators: n/a 
Current Classification: UNCLASSIFIED 

Concepts: ELECTRONIC EQUIPMENT, MILITARY COMMUNICATIONS, CRYPTOGRAPHIC DEVICES 

Control Number: n/a 
Copy: SINGLE 

Sent Date: 1 2-Jul-1 977 12:00:00 am 
Decaption Date: 01 -Jan-1 960 12:00:00 am 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 22 May 2009 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1977BONN1 1482 

Document Source: CORE 

Document Unique ID: 00 

Drafter: n/a 

Enclosure: n/a 

Executive Order: GS 

Errors: N/A 

Expiration: 

Film Number: D770247-1217 
Format: TEL 
From: BONN 

Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1977/newtext/t19770769/aaaachic.tel 

Line Count: 41 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE, ON MICROFILM 

Message ID: ddb4676d-c288-dd11-92da-001cc4696bcc 

Office: ACTION EUR 

Original Classification: CONFIDENTIAL 

Original Handling Restrictions: n/a 

Original Previous Classification: n/a 

Original Previous Handling Restrictions: n/a 

Page Count: 1 

Previous Channel Indicators: n/a 
Previous Classification: CONFIDENTIAL 
Previous Handling Restrictions: n/a 
Reference: 77 USBERLIN 1695 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 02-Feb-2005 12:00:00 am 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
SAS ID: 1894722 
Secure: OPEN 
Status: NATIVE 

Subject: ELCROVOX SYSTEM IN BERLIN 
TAGS: PGOV, ACMS, WB, GE, US, UK, FR 
To: USBERLIN 
Type: TE 
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